Communication
without barriers,
security without

compromise ’




Regional knowledge, local infrastructure, world

safety standards

Our company is focused on the development

of innovative tools that help organizations improve the
efficiency, privacy and security of everyday communication.
Our team consists of experts from Serbia in the field of cyber
security with experience in the development, design and
implementation of applications.

Whether it's greater flexibility of online collaboration, security
of sensitive data and user identities, or compliance with
global standards, our goal is to transform communication to
eliminate risks and protect your business from current and
future security threats - today.
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Key functionalities

Talks is a private communication platform based on advanced security protocols. Available on mobile (iI0S, Android) and desktop

(Windows, macOS, Linux) operating systems, as well as on the web, it enables fast and secure communication from any device and
any location.

Voice, video and Instant messaging | Multifunctional /I\ Screen Sharin
conference calls and file transfer H calendar Q s

Admin panel for
White list for O managing user % 4 User networking 2 o factor
premium users C@ ERCITE AT through tokens authentication
activities
g ’ . softwarewww
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User license

Video and audio calls

Regular chat

Disappearing chat

File transfer

Login verification with OTP sms code or 2FA
Calendar (scheduling meetings)

User profile and profile security settings
User networking through tokens

¢ talks

Admin license

Adding and editing users

Adding and editing sectors

Blocking and deleting users

User activity logs

User activity reports

Support center for reporting bugs on the platform
List of UPDATEs

Dashboard with basic information for the ON PREMISE
system

Security settings for ON PREMISE system

so ftwarewww
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On-Premise - Security in your hands

»  Traffic and data control in your data center

> High-level data encryption in transit and during storage

> Cryptographically secure hash functions for your users' passwords and tokens

> O0-Trust system + 2 Factor Authentication - Multi-level user authentication according to world standards
> Automatic maintenance and updating of the system infrastructure

> Full control of the system through the admin panel

= (2¢)

_J Do {J &

On-premise Easy implementation
hosting within 24 hours
softwareww
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Seamless peer-2-peer communication technology at group End-to-end (ECDH) and multi-layer dynamic AES-256
level and direct calls world-class content encryption at group and direct chat

Encryption of data and metadata via WebRTC channel level

Multifunctional user interface: reply, forward, do not

Routing exclusively through on-premise media & ICE )
g y g P disturb...

servers
Support for the exchange and encryption of documents

Call management via proprietary protocols .
g prop yP and their safe storage

Dynamic adjustment of quality and flow rate during
o Support of message length up to 6000 characters
communication

Full support for adding guests to a call via a link Dynamic synchronization for a better user experience

so ftwarewww
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Static & Dynamic AES-256 encryption

SQL Database TDE Data-at-rest encryption
WebRTC in-transit encryption

2FA login procedure

Security of external services

Sending mobile notifications

The content transmitted through this service is completely end-
to-end encrypted between the server and the specific mobile
device.

For the sake of data protection, the content of the notification is
exclusively logical in nature and contains minimal information
sufficient for the proper functioning of the platform. Example: {
userld: 1, type: 'check-new-messages'}.

¢ talks

IP address blocking / blacklisting

1 session/user login control

Anti-admin/tampering data protection

Brute-force/DOS protection

Sending SMS messages — 2FA

This external service is used exclusively
for the distribution of messages with OTP
(One-time token) and cannot be used for
anything else.

Sending email messages

Email messages are of an
informational nature and are
notifications about changes to the
user profile, or about an upcoming
meeting.

so ftwarewww
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Application
screens



Home screen, login screens mobile app

Welcome
to Talks

Let’s start with choosing your
organization

9:30 A&

< @IEY Basic info

Choose your organization
and then enter your credentials

Choose your organization e

Username

ameliawilliams

Passwaord

Forgot password?

By proceeding you're agreeing to
Terms and Conditions

< Configure your organization

\

J

Talks Ver. 1.0.2

&) talks

Mext Step

Email is sent to

a**************@firmalcom.
Check your inbox to continue.

If you dont see our email, check your
spam folder too.

Resend email

9:30 AR

S @ Authentication

Choose authentication type

S,

OTP code via SMS

We will send you an SMS with
6 digits OTP code

ls)
o9
OTP code via Authenicator

Generate QR code that you can scan
with authenticator app

9:30 AR

&« m Authentication

Setup authenticator

Use the quick setup button, or manually
copy the code below

Quick setup

acqo ua72 d3yf ade5 uorx ztkh j2x| 3wiz
Copy the code

Don't have authenticator app? @

Download and install authenticator app.
We recommend one of the following:

© 00

Google Microsoft Authy
authenticator authenticator

Next step

softwareww
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Messages mobile app

9:30

Messages Q

@ My notes
Save your notes here
Sara Williams #i
¥o Lorem ipsum dolor amet, conne...

2% Group hame #i
e Ana: Lorem ipsum dolor amet

# Charlotte Adams
s B Photo message
Ana Adkins %I
¢ D Audio/Video message

@ Irene Smith

o Lorem ipsum dolor amet, conne...
Olivia Rooney

's Lorem ipsum dolor amet, conne...
Emma Verbeck

CI ]

& & 8

&.MNov

8.Nov

8.Nov

8.Nov

8.Nov

8.Mov

8. Mov

Calls Messages  Contacts Calendar Settings

&) talks

New secret chat

New chat

o
o

9:30

New group
3 of 100 selected

s
o
&
o
)
153

8~ 46

Charlotte

Charlotte Peter Michael

Sara Williams
Online

Michael Roberts
Online

Charlotte Adams
Last seen 10min ago

Irene Smith
Busy

Olivia Rooney
last seen 1h ago

Peter Stevens
last seen 1h ago

Jack Moore
last seen 1h ago

Peter Jenkins
last seen 1h ago

Cramhia Davan

9:30 Ads

&« Sara Williams %

(] Last seen 1 hour ago

16 Feb 2023
Hey, how's it going? @ &

Mot too bad, thanks.
How about you? ..

Can't complain. Did you get the
report done for the client meeting
tomorrow?

Yes, | finished it earlier today. Did you
want to take a look before we send it
out?

10:25

That would be great. Can you email it
to me?

Thank you very much q0:25

9:30

&« Sara Williams

(] Last seen 1 hour ago

Hey, how's it going? @ & 02

Reply

A

Forward

Delete

Ep

Pin

Select

by
@
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Calls mobile app

9:30 A5 9:30 A8 9:30 A= 9:30 48 9:30 48
Calls Q &« &

Sara Williams %
¥ 20. Mar, 12:35

Ana Adkins CA H

¢ 20. Mar, 10:02 Y

: J \ | V
& Irene Smith +5 others ! b
@Y

'
A |

f

Charlotte Adams
7 18. Feb, 09:05
00:32
& Irene Smith +5 others X et ) :
D] O s A Charlotte 12
A 18. Feb, 09:05 W / ) /

Samantha & &

Charlotte Adams
A 18. Feb, 09:05

'a 00 1
9 il =) o .& p

OR

Olivia Rooney
A 18. Feb, 09:05

Emma Verbeck %
e 7 18.Feb, 09:05
PSN = o w235 & | A\ ity Gy WReTk
. . s =

L O &
Calls Messages  Contacts  Calendar Seltings kg Q{) @ I‘g Q{J @ ©

e

| BobR @ I OliviaR &

AM ER TN =
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Messages on desktop

e Messenger

Korporativna grupa
Milica Jankovi¢, Sara lli¢, Petar Mladenovi€... +12

N 0)

@ Q Ssearch

- 0O
[}

Qo

£}
2.
a.
oY
()

PS

-
& &

€ * Milica Jankovi¢ ¢

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do
eiusmod tempor incididunt ut labore ® %

U“*‘-‘v"@ @ edited10:25 v

My notes
Save your notes here

Sara lli¢ % 8.Nov
Lorem ipsum dolor amet, connec(..,@
& Korporativna grupa %/ @ Milica Jankovié

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed
do eiusmod tempor incididunt ®¥

Ana: Lorem ipsum dolor amet m

# Milica Jankovi¢ 8.Nov

B} Photo message Lorem ipsum dolor sit amet, consectetur adipiscing elit

o od

Jovana Pavlovi¢ #i 8.Nov S
Lorem ipsum dolor amet = %
Lorem ipsum dolor sit amet
Irena Tomié¢ 8.Nov
Lorem ipsum dolor amet, connecte..
Olivera Luki¢ 8.Nov

Lorem ipsum dolor amet, connecte... e

Emilija Mitrovic¢ 8.Nov
w
Petar Savié 8.Nov \L

Lorem ipsum dolor amet, connecte...

Marko Mladenovi¢ 8.Nov q Milica Jankovié X
Lorem ipsum dolor amet, connecte. Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut labore @ ¥
Tamara Gaijié 8.Nov

@ , © B

©

Lorem ipsum

Sending, editing, forwarding, replying, copying and deleting messages // Calling with audio or video option from chat // Creating groups

&) talks

User info X

Milica Jankovié¢

Marketing manager at Firma

@ 27 photos
. v

,Q' ."tr.

R "1

(> 14 videos

See all

G2 65links

6 files

o2 Mute chat ®
@ Block user

'L.‘«j Delete chat

softwareww
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Video meeting

@ o ™ @esB - 0 &3 9S00

. ©
&

Jack Moore &
L4
L ]

3]

Sara Williams &

0

Irene Smith &

7 . s -0
Samantha Stevenson / : Tom Willson
& ’

¥ g :
@ Tom Wilison A i e\ , 'y . Samantha Stevensor

Group video/audio communication // Add/remove // Camera on and off // Microphone on and off // Screen sharing // Send: files, pictures, videos, voice messages, links and stickers...

@ talks softwaremﬂw
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Calendar

January 2022

e Calendar
©)
&
)

o 2 3
8 9 10
= 15 18 17
22 23 24
29 30 3
Today
© 10:30 - 12:00

Corporate meeting

® 13:30 -14:00
Team briefing

© 15:30 - 17:00

Corporate meeting

Active Events

18 19 20

25 26 27

My Events

&

There are no active events

21

28

@ Add event

. Audio call @ Switch to video cal

Event name

Schedule for later
Start time

15:00 v

Add members

Lock chat

End time

16:15

Today v

If chat remain unlocked, every member
will be able too add new users

Create & manage events, preview of upcoming meetings.

&) talks

¢ Q

WEDNESDAY

24

3

n

| Reminder

25

26

20

27

14
21

28

softwareww

Y (2 NOVENTIO

Global expertise, local outcomes



Contacts

Favorites Organization Pairs

New contact X

My Tokens Connect To Pair

Q Contacts
()
S

Q Search

2088 ©®

Sara Williams
Artificial Intelligence Engineer

Ana Adkins
Program Administrator

Sara Williams
Artificial Intelligence Engineer

Irene Smith
Chief Financial Officer

Sara Williams ®
Artificial Intelligence Engineer

Olivia Rooney
Marketing Coordinator

©

Emma Verbeck
Software developer

Jack Moore
Cloud Architect

Monique Morris
-O- e Marketing manager
Peter Jenkins
e Web developer

List of contacts, connecting with others via token.

&) talks

=

G

There are no tokens yet
Sharing a temporary token enables you to

add people outside your organization to
your contact list. More info

Generate new token

Charlotte Adams
HR specialist

S O @) V)

Audio call Video call Message Favorites

@ Block user

Biography

Charlotte Adams is a career coach with 5+ years of
experience helping job seekers navigate the job
search through one-to-one coaching, webinars and
events. She's motivated by the mission to help
people find fulfillment and belonging in their careers.

R, FIKSNI ONLINE AUDIO CALL

Sara Williams
Artificial Intelligence Eng...
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Admin panel desktop / Users

Amelia
Williams

@ Dashboard
& users

@ Sectors

@ Licences info

Reports

Activity Logs

Support Center

Updates

Classrooms

8 & ¢ @

Settings

& talks

&) talks

Users

‘ugv

& O 0w o w» o

Goran Dordevi¢
Marketing manager

Nikola Vidovi¢
VFX artist and videographer

Dusan Nikoli¢
Marketing manager

Ana Perovi¢
Marketing manager

Dragan Cosié
Marketing manager

Ana Kovacevic¢
Opeartional sales assistant

Aleksa Mari¢
Marketing manager

Petar Jovanovi¢
VFX artist and videographer

Ivana Nenadovi¢
Opeartional sales assistant

Jana Vasojevi¢
Marketing manager

Admins X

Active Users

Deleted Users

Blocked Users

Active

Blocked

Active

Active

Removed

Active

Active

Active

O~
=0~

dentity/corporate imagery

Marketing and promotion

Identity/corporate imagery

Identity/corporate imagery

Identity/corporate imagery

Sales and development

Identity/corporate imagery

Marketing and promotion

Sales and development

Identity/corporate imagery

Showing 1 - 30 of 1238 < >

User info X

member for 255 days

Nikola Vidovi¢
Marketing manager at Firma

Edit @ Block @ Eedit base info

member for 225 days

member for 255 days

ername

nikolavid95

member for 255 days
Regular

member for 255 days Account create date
12.05.2021

Password

member for 255 days Last edited 42 days ago

ED change Password
member for 255 days
8 Block User

member for 255 days
-
iz Remove User

member for 255 days & Resend Email

& Erase Data

member for 255 days

softwareww
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Admin panel desktop / dashboard

Amelia
@ Williams 9

@ Dashboard

e

Users

Sectors

©

Licences info

Reports

® @ ©

Activity Logs

Support Center

Updates

Classrooms

8 Q& ¢ &

Settings

&) talks

&) talks

Dashboard Previous Month This Year

8 Logged on users @ Number of files @ Licence expires in % Active servers

46 120 128 56

jo)

Statistics Users @ Sessions Recordings c@ Last Admin login

10.10.2022. | 14:23h

10.10.2023. | 14.23h

3

DAYS AGO

(*0 Recordings

12.07.2021 1 17:43

IP: 172.124.26.7 | Linux

Last 30 Days v 8 2 1
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